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There are three required questions.  You are required to also answer three of the optional questions.  

Required Questions

1. Complete the following table describing a Summary of Network Technologies.  (10 points)

	Item


	Token Ring


	Ethernet


	FDDI



	Logical Topology or Shape
	Single ring
	Bus
	Dual ring

	Physical Topology or Shape
	Ring or star
	Star or Bus
	Ring

	Media
	Twisted-pair or fiber-optic cable
	Twisted-pair, coaxial, or fiber-optic cable
	Primarily fiber-optic cable

	Advantages


	Token Ring operates more reliably under heavy traffic than does Ethernet, but can be difficult to troubleshoot.
	Of the three networks, Ethernet is the least expensive, simplest, and most popular solution.
	FDDI is much faster than Token Ring and regular Ethernet and faster than 100BaseT (Fast Ethernet).

	Disadvantages


	Slow
	Less stable
	Expensive


	2. List and explain, in the proper order, the steps for creating a Windows 9X peer to peer network using three computers that have a NIC installed.  (10 points)

This one stumped me for a bit, but here is how I did it in ’95…

(1) These must be 10Base2 NICs (coax) – put a cable terminator on each of the outside NICs, or directly connect the BNC connector to the outside two machines NICs and interconnect all three machines via BNC to the middle machine’s T-connector using two cables.  Next, make sure the right device drivers are installed for the NICs on the Win95 workstations.  Install Client for Microsoft Networks, install the NetBIUE protocol, assign distinct DOS accessible machine names, and put them all in the same workgroup. (Not domain) File and Print sharing should be installed and then – have fun!




3. There are two network configurations that were discussed in class.  List three advantage and three disadvantages of each.  

	Peer to Peer
	Server Based

	Advantages
	Advantages

	1.  Interoperability between workstations for file-sharing etc.


	1.  Security

	2.  Stability


	2.  Control

	3.  Speed
	3.  Resources can be available to all workstations



	Disadvantages
	Disadvantages

	1.  Licensing costs


	1.  Requires an Intelligent Disaster Recovery plan.

	2.  Difficulty w/ remote administration of workstations / profiles


	2.  Slow

	3.  Lack of security over workstation shared resources.
	3.  Requires competent administration.




The Remaining Questions are Optional (You must select three of them each are worth 10 points each)

1. List the layers of the OSI network model and provide a description of what each layer does.

	Layer
	Description

	1. Physical
	Controls how data is transmitted over physical media.  Controlled by the firmware on the network card



	2. Data-Link
	Responsible for receiving data packets from the network layer and splitting them up into segments of bits to be presented to the physical layer for transport.



	3. Network
	Responsible for finding the best possible route by which to send frames over an inter-network.



	4. Transport
	Responsible for error checking and requests retransmission of data if errors are detected.  Guarantees successful delivery of data.



	5. Session
	Responsible for establishing and maintaining a session between two networked stations or nodes.  



	6. Presentation
	Receives requests for files from the application layer and presents the requests to the session layer.  Any reformatting, compressing, or encryption of data is done at this layer.



	7. Application
	Responsible for interfacing with the application software using the network.




	2. List and explain in the proper order the steps for creating a patch cable.  (Assume the wire is cut from the spool)




	3. List and explain the steps for the configuration of a Domain Controller.  Also explain how to add a User, how to add a Group and how to Share a Folder in a Windows 2000 server environment.  .




	4. List and explain the in the proper order the steps for the creation of a rescue disk under Windows 95 that supports reinstallation on Pentium 120 in the lab.  Be certain to include the necessary filed and configuration to enable CDROM support under DOS.  Your starting point is with the computer running.

	


	5. List and explain the in the proper order the steps for the installation of a Network Interface Card in Windows 95 on computers in the lab.  (Starting point is plugged in and off with no NIC installed.




	6. Explain what hubs, routers, gateways, and bridges do within a network



	1. Hub
	Intelligent hubs can be controlled from a console, using network software.  They can monitor a network and report errors or problems.

Computers communicate on Ethernet  by:  (1) a computer must sense that the network is free to handle its transmission before initiating a signal (carrier sense), (2) many computers that use the same network (multiple access), and (3) each computer must detect and manage collisions (collision detection).  



	2. Router
	

	3. Gateway
	A gateway connects networks that use different protocols and translates these protocols.   The term is also sometimes loosely used to describe any device that acts as an entry or exit point for a network.



	4. Bridge
	


	7. What are the three classes of IP addresses?  Specifically discuss the number of addresses per class.  List the three reserved addresses and explain static and dynamic addressing.  A( about 16 million),B(about 65,000)  and C(254).  255.255.255.255 – Broadcasts messages.  0.0.0.0 – currently unassigned – generally used in routes to gateway of last resort.  127.0.0.1 – localhost.  Private IP ranges are:  10.0.0.0 – 10.255.255.255 (A), 172.16.0.0 through 172.31.255.255 (B), and 192.168.0.0 – 192.168.255.255 (C).  Static Ips are just that, permanently assigned.  Dynamic Ips are gained on boot from a DHCP server and given a lease for a specific period of time.




	8. Explain what is meant by segmenting of a network and use as an example how segmenting has been implemented on the Dakota State University campus.  Be certain to give an overview of the hardware that would be required to implement segmentation

	


	9. In class we discussed two benefits of a preventative maintenance plan.  Describe those two benefits.  In addition list and explain 5 of 10 guidelines for developing a preventive maintenance plan.  

	


	10. There are 3 categories of computer infestations that we discussed in class.  Define each of the them and then compare and contrast their behaviors.

	There are 4 categories of computer infestations:  viruses, Trojan Horses, worms, and logic bombs.  A virus is a program that can replicate by attaching itself to other programs.  A worm is a program that spreads copies of itself through a network without a host program.  A Trojan horse substitutes itself for a legitimate program or system file.  A logic bomb is dormant code added to software and is triggered by a predetermined time or event.  In order for a virus to run a program must be executed.  Worms do damage by their presence sometimes overloading networks rather than performing a specific damaging act or acts like viruses do.  Trojan Horses do not usually replicate themselves.




